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Introduction

e A process is the abstraction used by Linux to represent a
running program

e A process consists of an address space and a set of data
structure within the kernel

e The kernel’s internal data structures record various piece of
information about each process:

v

Process’s address space map
Current status (sleeping,runnable...)
Execution priority

Resources used

The owner

v
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Introduction (2)

¢ Many of the parameters associated with a process directly
affect its execution

¢ The parameters that are most interesting from a system
administartor’s point of view are:

» PID - Process ID number
» PPID - Parent PID
» UID and EUID - real and Effective User ID
» GID and EGID - real and Effective Group ID
» Nice value
» Control terminal

NOTE:

An existing process must clone itself to create a new process
The clone can then exchange the program it is running for a
different one
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The INIT process

¢ When the system boots the kernel autonomously creates a INIT
process

e |INIT is always process nhumber 1
¢ All processes are descendants of INIT

¢ [NIT plays important role in process management:

» When a process completes, it calls a routine named _exit...

» If the parent of a process dies first, it accepts the orphaned
process...
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Signals

* Signals are process-level interrupt requests

¢ When a signal is received, one of two things can happened:

» If the receiving process has designated a handler routine for that
signal, the handler is called (“catch” the signal)

» Otherwise, the kernel takes some default action

® Many signals terminate the process

* To prevent signals from arriving, programs can request that
they be either ignored or blocked:

» Ignored = discarded
» Blocked = queued for delivery
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Signals (2)

Signals that every administrator should know
General Process Signals

HUP Hangup
(1) can be caught, ignored or blocked
INT Interrupt
(2) can be caught, ignored or blocked
QUIT Quit
(3) can be caught, ignored or blocked
KILL Destroy a process
9) cannot be caught, ignored or blocked
TERM Software termination
(15) can be caught, ignored or blocked

The default action for all these signals is abnormal process termination
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Signals (3)

Job Control Process Signals

Continue after STOP
CONT process cannot ignore or block this

STOP Suspend a process
cannot be caught, ignored or blocked

TSTP Keyboard stop
“soft” version of STOP (can be caught, ignored or blocked)

The default action for these signals is suspending process execution, except for
the CONT signal which defaults to resuming process execution
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kill command

® As its name implies, the kill command is most often used to
terminate a process

¢ |t can send any signal, but by default it sends a TERM (this
does not guarantee that the target process will die)

¢ |t can be used by normal users on their processes or by root on
any process

¢ Thesyntaxis: kill [-signal] pid
» signal is the number or symbolic name of the signal

» pid is the number of the target process

® A pid of -1 broadcasts the signal to all process except INIT

NOTE: Exists the killall command that kills processes by name
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nice and renice commands

® The “niceness” of a process is a numeric hit to the kernel

¢ The strange name is derived from the fact that it determines
how nice you are going to be to other users of the system

¢ A high nice value means a low priority for the process
¢ The range of allowable niceness values is -20 to +19

* A newly created process inherits the nice value of its parent
process

= The owner of the process can increase its nice value but
cannot lower it

® root has complete freedom in setting nice values

*= A process’s nice value can be set at the time of creation with
the nice command and can be adjusted during execution with
the renice command
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ps command

) processes
[ ]
w
consumed, current status...)
=
[ ]

ps is the system administrator’s main tool for monitoring

It shows the PID, UID, priority and control terminal of process

It also gives other information (memory usage, CPU time

ps is used with two useful set of arguments: aux or lax

ps offers only a one-time snapshot of the system
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ps aux (example)

# ps aux
USER PID %CPU $%MEM VSZ RSS TTY STAT START TIME COMMAND
root 1 0.3 0.0 1288 484 7 S 19:18 0:05 init
root 2 0.0 0.0 0 0 2 SW 19:18 0:00 [keventd]
root 3 0.0 0.0 0 0 2 SW 19:18 0:00 [kapmd]
root 4 0.0 0.0 0 0 2 SWN 19:18 0:00 [ksoftirgd CPUO]
root 5 0.0 0.0 0 02 SW 19:18 0:00 [kswapd]
root 6 0.0 0.0 0 0 2 SW 19:18 0:00 [bdflush]
root 7 0.0 0.0 0 0 2 SW 19:18 0:00 [kupdated]
root 8 0.0 0.0 0 02 SW< 19:18 0:00 [mdrecoveryd]
root 12 0.0 0.0 0 0 2 SW 19:18 0:00 [kjournald]
root 157 0.0 0.1 1700 960 2 S 19:18 0:00 devfsd /dev
root 253 0.0 0.0 0 02 SW 19:18 0:00 [khubd]
root 459 0.0 0.0 0 0 2 SW 19:18 0:00 [kjournald]
rpc 731 0.0 0.1 1412 524 7 S 19:18 0:00 portmap
root 747 0.0 0.1 1356 584 2 S 19:18 0:00 syslogd -m O
root 755 0.0 0.2 2020 1192 ~? S 19:18 0:00 klogd -2
root 790 0.0 0.0 1336 496 2 S 19:18 0:00 gpm -t imps2 -m /
xfs 897 0.0 0.8 5792 4484 7 S 19:18 0:00 xfs -port -1 -dae
daemon 942 0.0 0.0 1312 504 2 S 19:18 0:00 /usr/sbin/atd
root 945 0.0 0.1 2292 o664 2 S 19:18 0:00 /usr/bin/kdm -nod
root 968 0.0 0.0 1500 492 2 S 19:18 0:00 saslauthd -a pam
a - select all processes on a terminal, including those of other users

u - display user-oriented format

x - select processes without controlling ttys
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ps lax (example)

# ps lax
F UID PID PPID PRI NI VSZ RSS WCHAN STAT TTY TIME COMMAND
100 0 1 0 8 0 1288 484 do sel S ? 0:05 init
040 0 2 1 10 0 0 0 contex SW ? 0:00 [keventd]
040 0 3 1 9 0 0 0 apm ma SW ? 0:00 [kapmd]
040 0 4 1 19 19 0 0 ksofti SWN *? 0:00 [ksoftirgd CPUO]
040 0 5 1 9 0 0 0 kswapd SW ? 0:00 [kswapd]
040 0 6 1 9 0 0 0 bdflus SW ? 0:00 [bdflush]
040 0 7 1 9 0 0 0 kupdat SW ? 0:00 [kupdated]
040 0 8 1 -1 -20 0 0 md_thr Sw< 2 0:00 [mdrecoveryd]
040 0 12 1 9 0 0 0 end SW ? 0:00 [kjournald]
140 0 157 1 8 0 1700 960 devfsd S ? 0:00 devfsd /dev
040 0 253 1 9 0 0 0 end SW ? 0:00 [khubd]
040 0 459 1 9 0 0 0 end SW ? 0:00 [kjournald]
140 71 731 1 9 0 1412 524 do pol S ? 0:00 portmap
040 0 747 1 9 0 1356 584 do_sel S ? 0:00 syslogd -m O
140 0 755 1 9 0 2020 1192 do_sys S ? 0:00 klogd -2
140 0 790 1 9 0 1336 496 nanosl S ? 0:00 gpm -t imps2 -m /dev/psaux

1 - long format

a - select all processes on a terminal, including those of other users
x - select processes without controlling ttys
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ps ax (BSD syntax example)

# ps ax

PID TTY STAT TIME COMMAND

17 S 0:05 init

2 2 SW 0:00 [keventd]

32 SW 0:00 [kapmd]

4 2 SWN 0:00 [ksoftirgd CPUO]

57 SW 0:00 [kswapd]

6 2 SW 0:00 [bdflush]

72 SW 0:00 [kupdated]

8 2 SW< 0:00 [mdrecoveryd]

12 2 SW 0:00 [kjournald]
157 2 S 0:00 devfsd /dev
253 2 SW 0:00 [khubd]
459 2 SW 0:00 [kjournald]
734 2 S 0:00 portmap
750 2 S 0:00 syslogd -m 0O
758 2 S 0:00 klogd -2
793 2 S 0:00 gpm -t imps2 -m /dev/psaux
900 2 S 0:00 xfs -port -1 -daemon -droppriv -user xfs
945 ? s 0:00 /usr/sbin/atd
955 2 S 0:00 /usr/bin/kdm -nodaemon
970 ? S 0:00 saslauthd -a pam -T
989 2 s< 0:04 /etc/X11/X -deferglyphs 16 -auth /var/run/xauth/A:0-k
993 2 s 0:00 xinetd -stayalive -reuse -pidfile /var/run/xinetd.pid
994 2 s 0:00 -:0
1045 2 S 0:00 cupsd
1255 2 S 0:00 crond
1281 2 s 0:00 /usr/bin/perl /usr/share/webmin/miniserv.pl /etc/webm
1387 ttyl s 0:00 /sbin/mingetty ttyl
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pstree command

e pstree shows running processes as a tree
e The tree is rooted at either PID or INIT if PID is omitted

* |f a user name is specified, all process trees rooted at
processes owned by that user are shown

* Example: # pstree

init-+atd
| -bdflush
| —=crond

| —cupsd
| -devfsd
| -gpm
| -kalarmd
| —~kapmd
|-9* [kdeinit]
| -kdeinit-+artsd
| | -5* [kdeinit]
| | -kdeinit---bash---pstree
\ *-ksnapshot
| —kdm-+X
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top command

¢ top command provides a regularly updated summary of active
processes and their use of resources

¢ By default, the display is updated every 5 seconds
¢ The most active processes appear at the top

® |t accepts input from the keyboard, so root can observe how
some actions (signals or renice) affect the overall condition of
the system

e root can run top with the q option to goose it up to the highest
possible priority
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top (example)

# top

7:40pm up 22 min, 3 users, load average: 0.02, 0.12, 0.09
64 processes: 62 sleeping, 2 running, 0 zombie, 0 stopped
CPU states: 5.1% user, 2.9% system, 0.0% nice, 91.8% idle

Mem: 516276K av, 179612K used, 336664K free, 0K shrd, 10272K buff
Swap: 506008K av, OK used, 506008K free 71268K cached
PID USER PRI NI SIZE RSS SHARE STAT %CPU $MEM TIME COMMAND
986 root 19 -10 88988 12M 2748 S < 4.7 2.4 0:34 X
1797 matteo 18 0 87864 14M 12004 R 2.5 2.8 0:03 kdeinit
1995 root 12 0 1032 1032 816 R 0.5 0.1 0:02 top
1748 matteo 9 0 90188 16M 13816 S 0.1 3.3 0:01 kdeinit
1 root 8 0 484 484 420 s 0.0 0.0 0:05 init
2 root 9 0 0 0 0 sw 0.0 0.0 0:00 keventd
3 root 9 0 0 0 0 Sw 0.0 0.0 0:00 kapmd
4 root 19 19 0 0 0 SWN 0.0 0.0 0:00 ksoftirgd CPUO
5 root 9 0 0 0 0 Sw 0.0 0.0 0:00 kswapd
6 root 9 0 0 0 0 Sw 0.0 0.0 0:00 bdflush
7 root 9 0 0 0 0 Sw 0.0 0.0 0:00 kupdated
8 root -1 -20 0 0 0 sw< 0.0 0.0 0:00 mdrecoveryd
12 root 9 0 0 0 0 Sw 0.0 0.0 0:00 kjournald
157 root 8 0 960 960 768 S 0.0 0.1 0:00 devfsd
253 root 9 0 0 0 0 sw 0.0 0.0 0:00 khubd
459 root 9 0 0 0 0 Sw 0.0 0.0 0:00 kjournald
731 rpc 9 0 524 524 444 S 0.0 0.1 0:00 portmap
747 root 9 0 584 584 476 S 0.0 0.1 0:00 syslogd
755 root 9 0 1192 1192 416 S 0.0 0.2 0:00 klogd
790 root 9 0 496 496 432 S 0.0 0.0 0:00 gpm
897 xfs 9 0 4484 4484 1028 S 0.0 0.8 0:00 xfs
942 daemon 9 0 504 504 436 S 0.0 0.0 0:00 atd
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Explanation of ps and top output

e PID: The process ID of each task
e USER: The user name of the task's owner
e PRI: The priority of the task

¢ NI: The nice value of the task. Negative nice values are higher
priority

e SIZE: The size of the task's code plus data plus stack space, in
kilobytes

e RSS: The total amount of physical memory used by the task,
in kilobytes
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Explanation of ps and top output (2)

e SHARE: The amount of shared memory used by the task

e STAT: The state of the task is shown here (S for sleeping, R
for running, Z for zombies...)

e %CPU: The task's share of the CPU time since the last screen
update, expressed as a percentage of total CPU time per
processor

e TIME: Total CPU time the task has used since it started
= X%MEM: The task’s share of the physical memory

¢ COMMAND: The task's command name
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Explanation of ps and top output (3)

e VSZ: Virtual size of the process
e TTY: Control terminal ID
e UID: The user ID of the task's owner

¢ WCHAN: This shows the address or the name of the kernel
function the task currently is sleeping in

e F: Flags (100 used super-user privileges, 040 forked but...)
= PPID: The parent process ID each task

e START: Time the process was started
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X-based Interfaces

General browsable tool: Webmin (https://localhost:10000/)
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I
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X-based Interfaces (2)

Specific KDE tool: KDE System Guard
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System Commands

¢ kill - terminate a process

® killall - kill processes by name

® nice - run a program with modified scheduling
priority

® renice - alter priority of running processes

® ps - report process status

®¢ pstree - display a tree of processes

® top - display top CPU processes
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